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CERTIFIED ENTERPRISE VIRTUALIZATION ARCHITECT( CE V A)

ON VMWARE VSPHERE 4

Overview

Virtualization has been consistently rated one of the highest impact technologies on the market today, and will
dramatically transform how enterprise datacenters and corporate infrastructures are designed, implemented,
and managed over the next decade.

The GoVirtual® Certified Enterprise Virtualization Architect (CEVA) is an

intermediate-to-advanced skill level certification that proves competency in CERTIFIED
cloud computing and enterprise virtualization technologies, and is focused

on the VMware vSphere 4 product suite developed and marketed by | P
VMware, Inc. (NYSE: VMW). CEMA

Although not a prerequisite, it is recommended that CEVA testing
candidates should have at minimum two (2) years of VMware virtualization
experience with a strong emphasis on the enterprise storage technologies

ENTERPRISE
VIRTUALIZATION
ARCHITECT™

used by VMware vSphere deployments such as fibre channel, Fibre Channel
over Ethernet (FCoE), and iSCSI SANSs.

Testing Requirements

1. Have the recommended two (2) years of hands-on experience with VMware virtualization and
enterprise storage technologies.

2. Sign up for a Prometric testing account at https://ibt.prometric.com/GoVirtual, and then register for
the GoVirtual® Certified Enterprise Virtualization Architect (CEVA) exam by sending an email with
your Prometric username and the anticipated testing date to certification@GoVirtual.tv.

3. On the last day of any GoVirtual® Extreme Boot CI YLt T2 NJ * a ¢ I 8 yoddreLiiK S NB
attendance for, the Prometric CEVA examination will be proctored at the training center location.

4. Passthe CEVA exam by answering at least 70% of the test questions correctly.

Frequently Asked Questions
Q) How is the CEVA test administered?

Answer: The CEVA examination is provided through GoVirtual® Authorized Training Partner (GATC) locations
worldwide. The CEVA examination is a proctored Prometric test that is administered on the last day of the
GoVirtualP 9 EGNBYS . 220 [/ | YL JaldldhatranétoNButhdifed JKrSdiBcations.
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Q) How much does the CEVA test cost?

Answer: $300 USD, and Prometric accepts all major forms of credit cards.

Q) How much time do | have to complete the CEVA exam?

Answer: You are given a total of 120 minutes for the CEVA examination process.
Q) If | don't pass the CEVA examination the first time, how do | retake the test?

Answer: You can retake the CEVA exam at the next GoVirtual® 9 EG NBYS . 224G / F YL F2
class that runs at the training center you initially attended, or alternately at any GoVirtual® Authorized -
Training Partner (GATC) that offers our classes.

Q) What percentage of test questions must be answered correctly in order to pass the CEVA examination?

Answer: You must correctly answer at least 70% of the questions presented on the CEVA exam in order to be =
awarded the CEVA certification. ‘
Q) How many questions are on the CEVA test? ~
Answer: There are 100 multiple choice, multiple answer, and true/false questions on the CEVA exam. " ==

CEVA Exam Overview

Exam Section % of Test / # of Questions
Enterprise Storage 26
Virtualization Concepts 9

Install, Configuration, and Upgrades 6

Virtual Switching and Networking 14
Physical to Virtual (P2V) Migrations 2
Virtual Machine Snapshots 4
Managing Virtual Resources 8
Virtual Machine Migration 6
Virtual Machine Storage Migration 2
High Availability and Fault Tolerance 13
Distributed Resource Scheduling 6

Virtualization Security 4
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Certification Blueprint (v1000RevA)

Knowledge Body:

Section One: Enterprise Storage

A Know how to identify and describe the types of enterprise storage used for VMware vStorage,
including fibre channel, Fibre Channel over Ethernet (FCoE), iSCSI, and Network File System (NFS)

A Beableto identify various SAN identifiers used for zoning (fibre channel WWNs, iSCSI IQNs, etc)

A Understand the architecture behind VMware VMFS datastores

A Know how block-mode VMFS datastore expansion works at the SAN level

A Be able to recall from memory the configuration maximums related to VMware vStorage

A Understand the performance implications of using VMFS extents

A Know how Raw Device Mappings (RDMs) are configured, populated, and migrated, in addition to the
differences between physical mode RDMs and virtual mode RDMs

A Beableto identify and describe the different types of VMFS multipathing policies

A Understand the differences between and performance implications of varying types of RAID groups

A Know how to describe N_Port ID WWN virtualization

A Understand how SCSI reservations are used for LUN locking on shared VMFS datastores and identify
best practices for avoidance of SCSI reservation conflicts J

A Know best practices for VMFS zoning in both fibre channel and iSCSI storage environments

A Understand and identify the differences between active/active and active/passive SAN environments

A Know the differences between block and file-based enterprise storage

A Understand how LUN presentation works with multiple storage fabrics

A Be able to describe how Boot from SAN (BFS) architectures are implemented with VMware vSphere

A Understand VMFS block sizes and best practices

A Understand concepts and best practices related to clustering file systems

Section Two: Virtualization Concepts

Know how to identify and describe bare metal hypervisor architectures

Know how to identify and describe thin hypervisor architectures

Be able to describe and identify the benefits of clustering filesystems used for virtualization
Understand the VMware virtual machine hardware and architecture

Know what Maintenance Mode is used for and how it is invoked on ESXi/ESX hosts

Be able to describe and identify IP-based storage

Know what paravirtualization is and what it is used for

> > > > > > D> >

Understand how hypervisor schedulers work
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Section Three: Install, Configuration, and Upgrades

Identify and describe best practices for ESXi/ESX hypervisor installation

Understand and describe the benefits of installing the VMware Tools

Know the various keystroke combinations used with the VMware vSphere Client

Know and identify the various installation steps required for VMware vCenter Server 4
Understand how the VMware Hardware Guide is used to guarantee support for VMware products
Be able to describe how hardware CPU virtualization is used with VMware vSphere 4

Section Four: Virtual Switching and Networking

Understand and describe VMware vNetwork objects including the vNetwork Distributed Switch,
vNetwork vSwitches, and Portgroups

Know the behavior and effects of vNetwork beacon probing

Be able to identify and describe a vNetwork NIC Team

Be able to describe the load balancing policies that can be applied to a vDS, vSwitch, and Portgroup

Be able to describe how vNetwork Traffic Shaping can be applied to a vDS, vSwitch, and Portgroup
Understand and describe how virtual machine MAC addresses are assigned and managed

Be able to describe the vNetwork modes of operation that can be used for VLAN segmentation

Know how vNetwork vDS, vSwitch, and Portgroup security policies function

Understand how Jumbo Frames are used in production VMware vSphere 4 environments

Section Five: Physical to Virtual (P2V) Migrations

Know which target operating systems are supported by VMware Converter 4
Understand how third party image formats can be used in conjunction with VMware Converter 4

Section Six: Virtual Machine Snapshots

> > >

Understand and be able to describe how independent disks are used

Know and describe containment options for virtual machine snapshots and delta disks
Know and describe the elements of a virtual machine snapshot

Know and describe the process used to take a virtual machine snapshot

Section Seven: Managing Virtual Resources

> > > > >

Be able to describe how virtual machine swap files (*.vswp) are created and used to manage resources
Understand how the VMXNET3 paravirtualized Ethernet driver is implemented in virtual machines
Understand how the PVSCSI paravirtualized disk adapter is implemented in virtual machines

Be able to describe how CPU virtualization is implemented in the ESXi/ESX 4 hypervisor

Know and describe what a Resource Pool is
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Know and describe what a Reservation is

Know and describe what a Shares value is

Know and describe what a Resource Limit is

Be able to describe what Memory Ballooning is and how it is used to conserve memory resources

Be able to describe what Transparent Page Sharing is and how it is used to conserve memory resources
Be able to describe what Swapping is and how it is used to conserve memory resources

>\ >~ >\ >~ >~ >\

Section Eight: Virtual Machine Migration

A Understand and describe the architectural requirements needed for a live virtual machine migration
using VMotion

A Know how to troubleshoot both yellow and red flags during live virtual machine migrations

A Understand how Enhanced VMotion Compatibility (EVC) clustering is used to guarantee hardware

compatibility between ESXi/ESX 4 hosts

Section Nine: Virtual Machine Storage Migration

A Understand and describe the architectural requirements needed for live virtual machine storage
migration with Storage VMotion
A Be able to describe how thick-to-thin virtual disk migrations are accomplished with Storage VMotion

Section Ten: High Availability and Fault Tolerance

A Understand and describe the architectural requirements needed for VMware High Availability (HA)
clustering

A Understand and describe the architectural requirements needed for VMware Fault Tolerance (FT)
continuous availability clustering

A Know what Isolation Response is and how it is properly configured for VMware High Availability (HA)

A Be able to describe best practices for VMware High Availability (HA) Isolation Response depending on
storage fabric type

A Know what Split Brain scenario is and how it affects converged storage environments

A Understand how VMware Fault Tolerance (FT) is implemented and the types of supported virtual
machine hardware that can be used for continuous availability clustering

A Be able to describe the decentralized and peer-to-peer architecture of VMware High Availability (HA)
clustering

A Know and describe the architectural considerations required for running VMware vCenter Server 4 in a
virtual machine

A Know what VMware High Availability (HA) Primary Nodes are and how they are used to coordinate
virtual machine failover and recovery operations

A Know how VMware High Availability (HA) slot sizes are calculated and used for virtual machine failover
and recovery operations
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Section 11: Distributed Resource Scheduling

A Understand and describe the architectural requirements needed for the VMware Distributed Resource
Scheduler (DRS) virtual machine load balancer

A Describe and identify the modes of operation available with the VMware Distributed Resource
Scheduler (DRS) virtual machine load balancer

A Know and describe the different Automation Levels used with the VMware Distributed Resource
Scheduler (DRS) virtual machine load balancer

Section 12: Virtualization Security

Know and describe how X.509 certificates are used by the VMware vSphere Client
Be able to identify best practices for securing VMotion / VMkernel network traffic
Know and describe best practices for isolating VMotion / VMkernel network traffic
A Understand how ESXi Lockdown Mode is used to secure management traffic

-

Study Resources
Section One: Enterprise Storage

Configuration Maximums for VMware vSphef&Miware Inc.
Fibre Channel SAN Configuration Guitléware Inc.

iISCSI SAN Configuration Guidware Inc.

Scalable Storage Performans®iware Inc.

VMware VMFS Volume ManagemgviMware Inc.

cC:.

Section Two: Virtualization Concepts

U Introduction to VMware vSpheréMware Inc.
U vSphere Basic System Administrati¥ware Inc.

Section Three: Install, Configuration, and Upgrades

ESHESXConfiguration Guidg VMware Inc.

ESXESXi and vCenter Server Setup GuitMdware Inc.

Software and Hardware Techniques for x86 Virtualizatid¢ware Inc.
vSphere Upgrade GuidéMware Inc.

(e (=5 (= (=3

Section Four: Virtual Switching and Networking

U VMware ESX Server 3 802.1Q VBANtionsVMware Inc.
U VMware Virtual Networking Conceptéviware Inc.
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Section Five: Physical to Virtual (P2V) Migrations

U vCenter Converter Administration Gyitd&lware Inc.
Section Six: Virtual Machine Snapshots

U vSphere Basic System Administratiware Inc.
Section Seven: Managing Virtual Resources

Performance Best Practices for VMware vSpherevii@are Inc.
Performance Evaluation of VMXNETS3 Virtual Network Dexd¢®are Inc.
Performance Troubleshooting for VMware vSphe&\Vware Inc.
Resouce Management Guig&Mware Inc. .
The CPU Scheduler in VMware ESXMvare Inc. s
Understanding Memory Resource Management in VMware ESX,S@veire Inc.
VMware vSphere 4 Fault Tolerance: Architecture and Performéreeare Inc.

[t o o S o R o o A

Section Eight: Virtual Machine Migration

U Live Migration for Virtual Machines without Service Interruptitviware Inc.
0 VMware VMotion and CPU Compatibjliyvware Inc.

Section Nine: Virtual Machine Storage Migration

U NonDisruptive Live Migration for Virtual Machine Stord@jek FilesvMware Inc.

Section Ten: High Availability and Fault Tolerance

U Availability GuidevMware Inc.
U Performance Best Practices for VMware vSpherevVivare Inc.
U VMware vSphere 4 Fault Tolerance: Architecture and Performémeeare Inc.

Section 11: Distributed Resource Scheduling

U Performance Best Practices for VMware vSpherevivare Inc.
U Resource Management GujdéMware Inc.

Section 12: Virtualization Security

U vSphere 4 Security Hardening Gujdé@gware Inc.
U Wu, Warren. @ YSSLIAY 3 A822/dzNG Nf aFZRiMvare Selufirglds, £25 February 2008,
VMware Inc. http://blogs.vmware.com/security/2008/02/keeping-your-vm.html
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